CropoHa 1

K OCHOBHbIM METOAUKaAM U TEXHUKaM

JouLLMHra OTHOCHT:

- MPYEMbI COLMAnbHON UHXEHEPUN.

(cbuLiepsl Yawe BCero NpeacTaBnATCA
NpeAcTaBUTENSMMN N3BECTHbLIX KOMMaHWUM 1 coobLiatoT
noKynaTensim, YTo UM HY>KHO NO KakMM-nnbo
npuyYnHaM CpoYHO nepeaatb Unm o6HOBUTb
rnepcoHanbHble gaHHble. Takoe TpeboBaHue
MOTUBUPYETCS yTepPEeW AaHHbIX, MOIOMKOW B CUCTEME
Unu apyruMun npuunHamun. Yenosek Bcerga pearvpyert
Ha 3Ha4nmble nsa Hero cobbiTusi. OpraHnsaTopbl
yLLMHra CTapatloTCsl BCTPEBOXWTL MONb30BATENS U
BbI3BaTb €r0 HEMEAMEHHYI0 peakumio. Tak,
CYMTaETCS, YTO MEKTPOHHOE MUCHLMO C 3arofioBKOM
«4TOOBI BOCCTAHOBUTL AOCTYN K CBOEMY CHYETY...»
NpUBMNEKaeT BHUMaHNE 1 3acTaBnsieT Yenoseka
NPONTIX MO CCbINKe AnsA nonyyYeHns 6onee nogpobHom
MHopmauuu;

- GULWNHT ¢ 0BMaHoM.

duwiep npuckinaet anbLMBoOe NMCbMO OT UMEHU
opraHusaumm ¢ npocbO0o NPOMTA MO CChISNKE U
NPOBEPUTb AaHHbIE YYETHOW 3anmcu. A Ans Kpaxu
MINYHBIX JaHHbIX CO34al0TCS CneumanbHble
ULLNHTOBbIE CalThl, KOTOPbIE Pa3MeLLalTCs Ha
AOMEHe MakCUMarnbHO MOXOXEM Ha AOMEH
peanbHoro canTa.PULIMHIOBLIV CanT oPopMNseTCs B
NMOXOXEM Au3aniHe 1 He BbI3BET NOAO3PEHUN Y
ronaBLLEro Ha Hero Nosb3oBaTens;

- Paccbinka Bupycos.

Cchbinka u3 1LLIMHIOBOrO MMCbMa MOXET CoaepKaTb
BPEAOHOCHbIV BUPYC;

- ®apMuHTr.

HoBas pasHoBMOHOCTb huLmHra. Puwiepsbl nonyyawoT
NMYHbIE AaHHbIE He Yepes NCbMO 1 Nepexoa no
CChIJIKe, @ HENOCPeACTBEHHO Ha OhuLMansHOM
cante. OHU MeHSIOT undposon agpec
ocuumansHoro ¢ canTaHa DNS-cepeepe Ha agpec
NogMEHHOro canTa U B pesynbTaTe HUYero He
rnoJo3peBaroLLnii NoNb3oBaTeslb NepeHanpaBnseTcs
Ha NoaAenbHbIN canT. Takon PULLIMHT cambln
OMacHbIV, MOCKOMNbKY NOAMEHY YBUAETb HEfb3S.

DULLNHT — HOBbIV BUA,
VNHTEPHET-MOLLEHHNYECTBA,
Llenbio KOTOPOro ABnAeTcs
nony4yeHune goctyna kK

KOHbraeHUManbHbIM
[JaHHbIM NONb30BaTENeNn —
noruvHam u naponsam. Croga
OTHOCSITCH KpaXu naponen,

HOMEPOB KpPeauTHbIX KapT,
6aHKOBCKMX CHETOB U Apyroe. 310
OOCTUraeTcs nyTemM NPoBEAEHUS MaCCOBbIX
PacCbISTIOK 3MTEKTPOHHbLIX MUCEM OT UMEHU
nonynspHbIX 6peHaoB, a Takke NUYHbBIX COOBLLEeHNIA
BHYTPU pasnuyHbIX CEPBUCOB, HAaNPUMepP OT UMEHU
©aHKOB, CEPBMCOB UMW BHYTPY COLMarnbHbIX CETEN.
B 311 nucbma MOLLEHHMKN BCTaBMAOT CChINKM Ha
hanbluMBble CanTbl, ABNSAOLEECS TOYHOW Konuewn

HaCTOSALLWX.

®ULWMHI OCHOBaH Ha He3HaHWUK ,
nonb30BaTensMy1 OCHOB CETEBON ]
6e30MacHOCTU: B YaCTHOCTYU, MHOTME He
3HAIOT NPOCTOro (hakTa: CepBHUCHI

HE PacchINaloT Mcem ¢ npockGamu

COOBLUTH CBOM YYETHbIE JaHHbIE,
naporb 1 npoyee.

YeM onacHbl canTbl-noaaenkn?

- KpadyT naponu
- PacnpocTPaHsoT BpeaoHocHble MO
- HaBsI3bIBAIOT NaTHbIE yCnyru

SPAM

nepenaute no cepire,

xoTHTe Kym,ﬁb? '

cumo!

gam npuwno M

YMB/I Poccuu
mo CaxaJIMHCKOM 00J1aCTHU




CropoHa 2

*Mlcnonb3ynTe MHCTPYMEHTbI Bpay3epa:
«n30paHHoey, «3aknagku», «ObICTpbIN
OOCTYn»;

*TpoBepsanTe agpec canta;

*ObpaTtuTe BHMMaHMe Ha HacTosALWMI agpec
caviTta (nNpu HaBegeHUN MbIlLN Ha peanbHbIf
agpec otobpaxkaeTcs BO B CMfbiBaOLLENCS
nogckaske);

*rHopupyiTe 3BOHKM M CMC C HE3HaKOMbIX
HOMEPOB 1 He 3anonHANTE HUKakue opMbl B
WHTepHeTe;

*BHUMAaTENBHO NPOBEPSIATE BHELLUHUIA OONUK
canTa;

* [Monb3ynTech TOMbKO 3aLULLEHHBIMU
cavtamu: https (rge «s» o3Havaet
«secure»-6esonacHoe);

* He nonb3yntech nnaTexHbiMy cepBmucamMm un
NHTEpHET-6aHKOM Yepes nybnuyHble wi-fi
cetu;

byabre BHUMaTENbHbI!

Bcto nHcbopmaumio, NoCTynmBLLYO
nocpeacTBOM CETH, 006A3aTENBHO
NpoBEpSIATE.

Kak y6epeyb cebst
OT pMLInHra?

-nepexons Ha cant 6aHka
NpoBepATb Hanuune
3aLUMLLEHHOrO BX0oAa
(3eneHas nonoca nepep &}
CTPOKOW CCbISKW);

-HMKOMY He coobLaTb naponu ot
6aHkoBckux kapt (MAH-kog n naponb
NHTEpHeT-0aHKa);

- He OTNpaBnATb MHAPOPMALMIO C BaLLen KapTbl
TPETBUM NMLAM;

- 3BOHWTb TONMbKO Ha MPOBEPEHHbIE HOMEepa
0aHka;

- CMOTPETb HOMEp OTNpaBuTENs U TenedoH
KOTOPbIN yKa3aH Ans CBA3W, a He BEPUTb CMC;

[

OpuH 13 metoaoB 60pbbbl ¢ HULLNHIOM
3aKmno4aeTcsi B TOM, YToObl HAY4YUTb NOAEN
pasnu4yatb PULNHT N 6opoTbCa € HUM. Jltoan
CMOTYT CHU3UTb Yrpo3y OULLIMHFA, HEMHOTO
N3MEHMB CBOE noBeaeHue. Tak, B OTBET Ha
NUCbMO C NPOCLOOI «NOATBEPXKAEHUS»
YYETHOM 3anucu (Mnu Apyron obbl4HOM
npocbbo hULLEPOB) CNELMNANUCTLI COBETYHOT
CBSI3aTbCS C KOMMNaHWen, OT UMEHM KOTOPOM
OoTnpaBneHo coobLueHne, ans NPOBEPKN ero
NOANMHHOCTU. Kpome Toro, aKkcnepTbl
PEKOMEHAYIOT CaMOCTOSITENbHO BBOAUTb
Beb-aapec opraHusauun B agpecHyto CTPOKY
Opaysepa BMECTO UCMOSb30BaHMs NMobbix
rMNEepPCChINIOK B NOA03PUTENIBHOM COOOLLEHNN.

MpnobpeTas u pasmeLLas ToBapbl 1
ycnyru yepes cantbl 6ecnnatHbix
00bABNEHUN,

NnomMHuTe!

- He BHOCUTE Kakue-nnbo npegonnatsl 3a
TOBap, YTOObI AN Bac ero 3apesepsupoBani u
He npofanu Apyromy nuy, 3a BO3MOXHOe
TPYOOYCTPOMCTBO, @ TakXke B KAYECTBE aBaHca
3a caavy Xurnbs B HaeMm;

- OnnaynBanTe ToBap NO BO3MOXHOCTU NpU
NIMYHOW BCTPEYE M Mocre NPOBepKU;

Hukomy He coobLyanTe CBOM NepCoHarnbHbIe
AaHHble 6aHkosckown kapThl (MH-koa, CVC/C
VVV2 kop, HOMep KapTbl 1 AaTy OKOHYaHUS
Cpoka AencTsusi);

Obpaluante BHUMaHWE, ecrnu:

- NOTeHUManbHbIN NoKynaTtenk 380HUT Bam 13
OPYroro permoHa;

- Yenosek cornaluaeTcsi KynuTb TOBap He rmsaas;
- MokynaTenb He cornallaeTcsa Ha apyrue
BapWaHTbl OMnaThl, KPOME 3MEKTPOHHbIX
nnaTexen;

- Mokynatenb He roToB BCTPEYaTbCs NINYHO, He
roBOpUT agpec A4OCTaBKu ToBapa v npoyne
OaHHblE;

He BepbTe, ecnu npogasel, npeanaraet Bam
KONum CBOUX AOKYMEHTOB (Macnopr,
BoguTenbckue npasa, IHH) B kayectee
NoATBEPXKAEHUS €ro NMMYHOCTH.




